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Key Questions Today

Why are building data
platform and programs so
challenging?

L

How does privacy

concern impact design
=1 and leadership decisions

for modern architecture?

OneAmerica”
Financial

-

What are some of key
concepts and
technologies in modern
architectures?

What should | be doing
now to prepare for the Al
onslaught?
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Data Management in Machine Learning | Proceedings of the 2017 ACM International Conference on Management of Data



https://www2.deloitte.com/us/en/insights/industry/technology/challenges-in-data-management.html
https://www.dataversity.net/six-core-data-management-challenges/
https://dl.acm.org/doi/abs/10.1145/3035918.3054775

Data Privacy




A Brief History of Data Privacy

<1960 1970 1980

» FTC Established (1914) * US Privacy Act (1974) » Data Protection Act Passed (1984
UK)
* Electronic Communications
Privacy Act (US 1986)

- HIPPA (US 1986)

1990
» Data Protection Directive Passes
(1995 EUV)

» Data Protection Act 1998 Passes
(1998 UK)

2000 2010 2020

* International Safe Harbor Privacy * Plan for GDPR announced (2012) * Apple rolls out privacy features
Principles Established (2000) « EU-US Privacy Shield Replaces for tracking consent (2020)

+ Children’s Online Privacy International Safe Harbor Privacy » Android data security and privacy
Protection Act (US 2000) Principles (2016) mechanism launches (2022)

* GDPR approved by EU » Web Browsers to phase out

Parliament (2016) cookies
* GDPR goes into effect (2018)
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The Complete Data Privacy Timeline | AE (theappreciationengine.com)



https://get.theappreciationengine.com/2020/02/19/data-privacy-timeline/
https://safecomputing.umich.edu/protect-privacy/history-of-privacy-timeline

Data Privacy Landscape

STATE LAW SIGNED EFFECTIVE FROM
CALIFORNIA CALIFORNIA CONSUMER PRIVACY ACT JAN. 1, 2020
COLORADO COLORADO PRIVACY ACT JUL. 1, 2023
CONNECTICUT CONNECTICUT DATA PRIVACY ACT JUL. 1, 2023
DELAWARE DELAWARE PERSONAL DATA PRIVACY ACT JAN. 1, 2025
INDIANA INDIANA CONSUMER DATA PROTECTION ACT JAN. 1, 2026
IOWA IOWA CONSUMER DATA PROTECTION ACT JAN. 1, 2025
KENTUCKY KENTUCKY CONSUMER DATA PROTECTION ACT JAN. 1, 2026
MARYLAND MARYLAND ONLINE DATA PRIVACY ACT OCT. 1, 2025
MINNESOTA MINNESOTA CONSUMER DATA PRIVACY ACT JUL. 31, 2025
MONTANA MONTANA CONSUMER DATA PRIVACY ACT OCT. 1, 2024
NEBRASKA NEBRASKA DATA PRIVACY ACT JAN. 1, 2025
NEW HAMPSHIRE NEW HAMPSHIRE PRIVACY ACT JAN. 1, 2025
NEW JERSEY NEW JERSEY DATA PRIVACY ACT JAN. 15, 2025
OREGON OREGON CONSUMER PRIVACY ACT JUL. 1, 2024
TENNESSEE TENNESSEE INFORMATION PROTECTION ACT JUL. 1, 2025
TEXAS TEXAS DATA PRIVACY & SECURITY ACT JUL. 1, 2024
UTAH UTAH CONSUMER PRIVACY ACT DEC. 31, 2023
VIRGINIA VIRGINIA CONSUMER DATA PROTECTION ACT JAN. 1, 2023
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U.S. state data privacy laws: What you need to know (martech.org)

2020

Number of State Privacy Acts Going into Effect

2023 2024 2025

2026


https://www.uniconsent.com/ccpa
https://www.uniconsent.com/cpa
https://www.uniconsent.com/us-ctdpa
https://www.uniconsent.com/us-ucpa
https://www.uniconsent.com/vcdpa
https://www.uniconsent.com/blog/2024-us-data-privacy-laws#:~:text=2024%20US%20Data%20Privacy%20Laws%3A%20Key%20Updates%20and,UniConsent%20to%20Manage%20the%20State%20Privacy%20Laws%20
https://martech.org/the-marketers-guide-to-state-data-privacy-laws/#:~:text=This%20means%20marketers%20will%20soon%20have%20to%20comply,will%20come%20online%20by%20October%20of%20next%20year.

Data Privacy Basic Principles

1. Right to Access: Consumers can view the data a business collects about them and see which
third parties it is shared with.

2. Right to Rectification: Consumers can ask for corrections to any inaccurate or outdated
personal data.

Right to Erasure: Consumers can request that their personal data be deleted.
Right to Restrict Processing: Consumers can limit how businesses process their data.

Right to Data Portability: Consumers can request their data in a commonly used format.

o 0 A~ W

Right to Opt-Out: Consumers can choose to prevent their data from being sold to third parties.

OneAmerica’ _ _
Financial 2024 US Data Privacy Laws: Key Updates and Changes (uniconsent.com)



https://www.uniconsent.com/blog/2024-us-data-privacy-laws#:~:text=2024%20US%20Data%20Privacy%20Laws%3A%20Key%20Updates%20and,UniConsent%20to%20Manage%20the%20State%20Privacy%20Laws%20
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A Brief History of Data Management

<1960 1970 1980 1990

* ADAPSO - first data management * Relational Model (E.F. Codd) * SQL * ASP Emergence
advise * Emergence of DMBS * WWW Emergence * NoSQL Emergence
* Network Database » DBMs Developed for Personal  Key value
* Hierarchical Databases Computers * DocumentDB
* First Cloud?! — DARPA Time » TimeSeries Database
Sharing (Remote Job Entry) . B|g Data Emergence
+ ODBMS

2000 2010 2020

* Modern Public Cloud Emergency * Multi-model database (ArangoDB,
(AWS) OrientDB, Couchbase) » Data Fabric

* Graph Databases * Column store database « Al Driven Architecture
« Distributed Ledgers » Data Lake Emergence

OneAmerica’ A Brief History of Data Management - DATAVERSITY 10
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A Timeline of Database History | Quickbase



https://www.quickbase.com/articles/timeline-of-database-history
https://www.dataversity.net/brief-history-data-management/

Gartner: The Hype Cycle for Data Management 2023

EXPECTATIONS
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As of July 2023

Innovation Peak of Inflated
Trigger Expectations
Plateau will be reached: O <2yrs. (O 2-5yrs. @ 5-10yrs.
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Trough of

Disillusionment

TIME
A >10yrs,

Hype Cycle for Data Center Infrastructure Technologies, 2024 (gartner.com)

Slope of
Enlightenment

& Obsolete before plateau

Plateau of
Productivity
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https://www.gartner.com/en/documents/5540595

Data Landscape (Sample)
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Active Metadata

Management)



Data Landscape: Organizing the Chaos

Concepts

Data Governance
Data Marketplace
Data Sharing
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Al-Driven
Architecture

DataOps

Data Observability

Data Offense / Data
Defense

Data Monetization

Data Pipeline

Data

Democratization

Data Integration

Lambda
Architecture

Kappa Architecture

Active Metadata

Tools

Operational Data
Store

Data Warehouse

Data Lake

Data Lakehouse

Data Mart

Knowledge Graph

Vector Database

NoSQL Database

Graph Database

Distributed
Database

GenAl
(for Data
Management)

Data Inventory

ML/AI Classifier

Columnar Database

Cloud Data
Warehouse

Metadata
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Exploring a Key Concepts for 2025

ETL vs ELT

ETL: Data is extracted from
sources, transformed, and then
loaded into a data warehouse.
(Traditional)

ELT: Data is extracted and
loaded first, then transformed as
needed. (Modern)

Al-Driven

Architecture

An architectural pattern that
enables data for efficient usage
in Al workloads. This may
consist of pushing data from a
warehouse into a lake (reverse
pattern from today).

What is a data fabric? | IBM
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Data Fabric

An architecture that provides a
unified data management
framework, integrating various
data sources, usually virtually, for
seamless access and
processing.

Data Mesh

A data mesh is a decentralized
data architecture where domain-
specific teams own and manage
their data as products, using
shared infrastructure and
federated governance principles.

Data Observability

Data observability refers to the
practice of monitoring, managing
and maintaining data in a way
that ensures its quality,
availability and reliability across
various processes, systems and
pipelines within an organization.

Active Metadata

Active metadata is metadata that
is continuously collected,
processed, and used to
automate data management
tasks and improve data quality
through intelligent, action-
oriented systems.

What is a Data Mesh? - Data Mesh Architecture Explained - AWS (amazon.com)

Active Metadata: What It Is, And Why It Matters (forbes.com)

Data Marketplace

A platform where data providers
and consumers can rent,
checkout, buy, sell, or exchange
data assets, often with tools for
data discovery and governance.

Data Offense / Data
Defense

Data Offense is an approach to
strategy to use your data for
custom focused uses (revenues).

Data Defense is an approach to
data strategy that focuses on
legal, financial, compliance, and
IT concerns.

14
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https://www.ibm.com/topics/data-fabric#:~:text=Data%20fabric%20is%20an%20architecture%20that%20facilitates%20the,through%20the%20use%20of%20intelligent%20and%20automated%20systems.
https://hbr.org/2017/05/whats-your-data-strategy#:~:text=Data%20defense%20is%20about%20minimizing%20downside%20risk%3A%20ensuring,such%20as%20increasing%20revenue%2C%20profitability%2C%20and%20customer%20satisfaction.
https://aws.amazon.com/what-is/data-mesh/
https://www.forbes.com/councils/forbestechcouncil/2022/06/23/active-metadata-what-it-is-and-why-it-matters/

Exploring Key Tools for 2025

Data Mart

A subset of a data warehouse
focused on a specific business
line or team.

Teradata, DB2, SQL Server, Oracle,

Tableau, PowerBI

Cloud Data

Warehouse

A scalable, managed service
hosted in the cloud for storing
and analyzing data with flexible
and scalable compute.

Databricks, Snowflake, Azure
Synapse, Amazon Redshift, Google

Bigquery
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Data Warehouse

A system used for reporting and
data analysis, storing structured
data from multiple sources.

Teradata, DB2, SQL Server, Oracle

Vector Databases

A database optimized for storing
and querying high-dimensional
vector data, often used in Al.

Dedicated: Pinecone, chroma, Milvus,

Weaviate, LanceDB

Supported Search: PostgreSQL,
redis, elasticsearch.

Data Lake

A centralized repository that
stores raw data in its native
format until needed.

Azure ADLS, Amazon S3,Google
Cloud, Databricks

ML/AI Classifiers

An algorithm that categorizes
data into predefined classes
based on input features.

Microsoft Purview, Informatica,
Apache Atlas, Python/R

Data Lakehouse

A hybrid architecture that
combines the features of data
lakes and data warehouses.

Databricks, Snowflake

GenAl/LLMs

Short for Generative Al, it refers
to Al models that can generate
new content, such as text,
images, or music, based on
learned patterns.

GPT-4, Snowflake Artic, Hugging
Face, MLFlow



Aligning Your
Strateqgy




4 Key Considerations for Your Data Future

Look to implement
data observability and
modern ELT for
transparency and
accuracy.
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Leverage hybrid- Loosely couple your
architectures of Data data architecture to
Lakes, Warehouses, prepare for constantly
Lake houses, and changing privacy.

Marts with ELT for
modern pipelines for
offence and defense.

Consider your future
use of Al and design
your architecture to
support the workloads
with centralized
controls for privacy.
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